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Introduction by the author

Kerberos...the two headed dog? Three heads? A weird kind of German sausage? Anything to do with a
sidewalk? It is something you learn to respect deeply but don’t really know exactly just what it is...or how to
manage? (At least this statement goes for the three headed dog...don’t know about the sausage...)

| have had problems with getting SharePoint to work with Kerberos, | can’t lie about that. Most of the time,
| have had TechNet articles, ‘The’ Whitepaper (242 pages) and other peoples great blog posts to help me.
All have been good and have aimed to help get it going, but none have given me the easy way to configure
and verify. This is what I’'m aiming at here with this bold title:

‘The final Kerberos guide for SharePoint technicians’

(also available as a blog post: http://blog.blksthl.com/2012/09/26/the-final-kerberos-guide-for-sharepoint-
technicians)

| hope to accomplish what others have failed at, not to try and explain everything about Kerberos and
SharePoint, but only to show how to get it working easy and how to verify that you have succeeded, with as
little work as possible and with the Tools at hand if possible.

| have during my struggles found that there are a few steps that you always need to take, and most of the
time you do these steps and then nothing else. Follow this guide and most of you will be all right, | will later
on try to add the same simple steps for more ‘advanced’ scenarios as well, like with SSRS or RSS feeds,
SQL and such.

The steps | am talking about, what are they then? Follow the guide below and you will find out...

< Al A
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Scenario 1 - Basic

Microsoft

SharePoint 2010
Kerberos authentication to SharePoint 2010 site on default port 80 with a single SharePoint Web Server

(Windows Server 2008 R2) from Windows 7, IE 9. (Using Basic delegation/Unconstrained delegation)

This guide is also available in a SharePoint 2013 version, adapted to the slight differences in SharePoint 2013
preview. The first Kerberos guide for SharePoint 2013 technicians

(This guide assumes that a normal NTLM authentication to the same Web Application with the same user
has been verified, by adding this line I’'m among other things taking AAM and site permissions out of the

equation. These things have to work before attempting to use this guide)

Note: To perform some of these procedures, you must be a member of the Domain Admins group or the Enterprise
Admins group in Active Directory and you have to be a member of the Farm Administrators Group in SharePoint, or
you must have been delegated the appropriate authorities. As a security best practice, consider using ‘Run as’ when
applicable to perform these procedures.

1.0 Checklist

Step Summary

Step 1 - Name Resolution An entry for the Web Applications URL must exist in either DNS or in
the clients hosts file.

Step 2 Service Principal Name (SPN) | HTTP SPN’s must be created for the Web Application URL(s) and its
Application Pool service account.

Step 3 Trust for delegation The SharePoint Web Server must be ‘Trusted for delegation’ in Active
Directory.
Step 4 Authentication Provider The Web Applications Authentication provider must be set to

Authentication type: Windows IIS Authentication setting: Integrated
Windows authentication/Negotiate (Kerberos)

Step 5 Verification of functionality Klist.exe on client must have a HTTP ticket for URL and User Account
(IMPORTANT!) Security log on SharePoint Web Server must have event ID 4624 with
user and Kerberos.

(If Kerberos fails NTLM authentication will be used!)
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1.1 Step1-Name Resolution

There are two ways to do this, one excellent and one less excellent, the lesser of the two is really only
‘allowed’ for developing or testing purposes, but it exists and should be taken into consideration. Testing is
also something that you will want to do here, and the less modifications you must do that requires a service
down or a (Service Management) change order at an early stage, the better. Use Hosts for testing, then
DNS in production.

1.1.1 DNS

Make sure that the URL of the Web Application has an A-Record in DNS, if not, you need to create it.

A server that is joined to an Active Directory Domain gets an A-record created automatically, but verify that
itis there.

Create an A-Record in DNS using the following:

1. Open DNS Management in Administrative Tools on a DNS server.

Laild oUUNLES (LD )
=, DNS
{21 Event Viewer

.

2. Expand forward lookup zones container.

¥ DMS

= § BLKSTHL-AD
Global Logs
SRRl ~orward Lookup Zones

- | _msdcs,corp.balkestah

:'_ corp.balkestahl.se

Reverse Lookup Zones
Conditional Forwarders
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3. Right click on the zone (domain name) and click on new host (A or AAAA).

IIpdate Server Data File
Reload

Mew Host (A or AAAA)...
Mew Alias (CMAME)...

Mew Mail Exchanger (MX)...
Mew Domair. ..

Mew Delegation...

Other Mew Records...

All Tasks »

View 3

Delete
Refresh

Export List...

Properties

Help

Mame (uses parent domain name if blank):

Fully gqualified domain name (FQDM):
I corp.balkestahl.se.

IF address:

[T Create assodated pointer (FTR) record

[~ allow any authenticated user to update DNS records with the
SAME OWNEr Name

fdd Hmst I Cancel

< QA
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4. Type in the name of the record, this is the URL of the Web Application (minus the domain partin a
FQDN)

x|
Mame (uses parent domain name if blank):
I sharepoint
Fully gqualified domain name (FQDM):
I sharepoint. corp.balkestahl. se.
IP address:
[" Create assodated pointer (FTR) record
[ Allow any authenticated user to update DNS records with the

SAME OWNEr Name
Add Host I Cancel
5. Type in the IP Address of the SharePoint Web Server
X

Mame (uses parent domain name if blank):

I sharepoint

Fully qualified domain name (FQDM):
I sharepaoint. corp.balkestahl. se.

IF address:
| 192,168.1.117

[T Create a=zocated pointer (PTR) record

[ Allow any authenticated user to update DNS records with the
S3ME OWNEr Name

Add Host I Cancel

< QA
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6. Click on ‘Add Host’

7. Click on ‘Done’

8. Verify that the record has been created in the right pane.

192.168.1.112

9. In a Command Prompt, ping the Web Application URL.

Administrator: Command Prompt

C:~Windowsssystem32 >ping sharepoint

Pinging sharepoint.corp.balkestahl.se [122_168.1.1121 with 32 hytes of data:
Reply from 192.168.1.112: hytes=32 time<{imsz TTL=128
Reply from 192 _.168.1_412: bytes=32 time<ims TTL=128
Reply from 192.168.1.112: hytes=32 time<{imsz TTL=128
Reply from 192.168.1.112: bhytes=32 time{imsz TTL=128

Ping statistics for 192.168.1.112:

Packets: Sent = 4. Received = 4, Lost = B {Bx loss),
Approximate wound trip times in milli—seconds:

Minimum = Bmz, Maximum = Bmz. Average = Bms

C:sWindowsssystemd2 >

You are now done with step 1, Name Resolution. Move on to step 2. Service Principal Name (SPN).

Note: A known issue exists with some clients (IE7 and IE8 included) that causes Kerberos authentication to fail with
the use of DNS alias instead of an A-Record.

1.1.2  Hosts (not recommended method)

1. Locate the hosts file on your client or server if this is what you are using as client. It is located in the
following path: C:\Windows\System32\Drivers\etc\hosts. Use Notepad to open it (open notepad using
right click and ‘Run as Administrator’ and you will be allowed to save the changes)

2. At the bottom of the file, add a row with the following: IP-Address<tab>hostname/FQDN <enter>

- Example:

192.168.1.112 sharepoint

- Also add any FQDN’s needed, like in my example:

192.168.1.112 sharepoint.corp.balkestahl.se
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Note: Always end the last line with a Linefeed/Enter, else you may experience issues using the hosts file.

.husts - Motepad M= B3

File Edit Format Miew Help
=

This file contains the mappings of IP addresses to host names. Each
entr"%f should be kept on an indiwvidual line. The IP address should
a

I

*

&

# be placed in the first column followed bg the corresponding host name.
# The IP address and the host name should be separated by at Teast one
#+ space.

&

# Additiuna11¥, comments (such as these) may be inserted on indiwvidual
# 1ines or following the machine name denoted by a '#' symbaol.

&

# For example:

&

# 102.54.94, 57 rhino. acme. com # source server

# 38.25.63.10 X.aCme. com # x client host

# locaThost name resolution is handled within Dns itself.

# 127.0.0.1 locaThost

# N TocaThost

192.168.1.112  sharepoint
152.168.1.112 sharepoint. corp.balkestahl. se

< 2

3. Save the file using the same filename (hosts only, no extension)

You are now done with step 1, Name Resolution. Move on to step 2. Service Principal Name (SPN).

1.2 Step 2 Service Principal Name (SPN)

Note: To perform these procedures, you must have membership in Domain Admins, Enterprise Admins, or you must
have been delegated the appropriate authority. For information on delegating the permissions to modify SPNs, see
Delegating Authority to Modify SPNSs.

Note: To use setspn, you must run the setspn command from an elevated command prompt. To open an elevated
command prompt, click Start, right-click Command Prompt, and then click ‘Run as administrator’.

When creating or setting up your SPN’s, you need some basic information first, as you will be creating HTTP
SPN’s you need a URL and a Service account name. If the SharePoint Web Application has both a NetBIOS
name and an FQDN, then you need to create separate SPN’s for both.



http://blog.blksthl.com/2012/09/26/the-final-kerberos-guide-for-sharepoint-technicians/#BKMK_Del
http://blksthl.files.wordpress.com/2012/09/kerbhosts1.png
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Follow these steps:

1. Start by opening a Command Prompt ‘Running as administrator’ (See note at the start of this step 2)

Command Prompt

Open
l MNotepi @ pun as administrator

=) ke an to Taskbar
" Pin to Start Menu

o OME Remove from this list
_ . Properties
- Active -
Computers

2. Next, list all SPN already in Place for the Service Account, type:

setSPN -L domain\serviceaccount (hit enter) or without the domain name
setSPN -1 serviceaccount (hit enter)

Wait for it...

Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.70811
Copyright <c>» 2887 Microsoft Corporation. All rights reserved.

C:sWindowsssystem3d2>setspn —L spwebapp
Registered ServicePrincipalMames for CH =EPWebApp,. 0U=S8ervice Accounts . DC=corp.DC=
balkestahl.DC=ze:

C:sWindowsssystemd2>setspn —L corpsspuwebhapp
Regiztered ServicePrincipalMames for CH=SFWebfpp.OU=Service Accounts . DC=corp.DC=
balkestahl.DC=ze:

C:Windowsssystem32>

Most likely, you get back nothing. This is ok. If you do get some registered SPN’s back, just make sure that
they are not the same as the ones you are about to add, if they aren’t they you can leave them be.
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3. Next, we create our own SPN’s for the service account paired with the Web Application and SPN type, to
create this SPN type:

setspn -S HTTP/mywebappurl domain\serviceaccount (hitenter) Note: HTTP can be
upper or lowercase, does not matter.

Administrator: Command Prompt

C:sUWindowsssystemd2 >setzpn -5 HITP~/sharepoint corp~spuwehapp
Checking domain DC=corp.DC=bhalkestahl.DC=ze

Registering ServicePrincipalMames for CHN=SPWebApp.OU=Service Accounts.DC=corp.DC
=halkestahl.DC=5e

HTTP-sharepoint
Updated object

C:sWindowsssystemd2 >

4. Next, verify that it has been created ok, type:
setspn -L domain\serviceaccount (hitenter)

Wait for it...

Administrator: Command Prompt

C:xWindowsssystemd2 >setspn —L corp spuebhapp
Registered ServicePrincipalMames for CH= SPHehFlpp,Oll =8ervice Accounts.DC=corp.DC=
halkeztahl, DC=gze:

HTTP/sharepu:i.nt

C:sWindowsssystem32 > _

Now, the result should be one more entry than you had before, you should see your new SPN listed.

HTTP/mywebappurl
5. For good measure, add also an SPN for the FQDN, type:

setspn -S HTTP/mywebappurl.domain.com domain\serviceaccount (hit enter)

Administrator: Command Prompt

C:sWindowsssystemd2setspn —5 HTTP/sharepoint.corp.balkestahl.se corpsspuehapp u
Checking domain DC=corp,DC=balkestahl, DC=ze .

Regizstering ServicePrincipalMamesz for CHN=SPUebApp.0U=Service Accounts.DC=corp.DC
=balkestahl.DC=se

HTTP-zharepoint .corp.halkestahl.se
Updated object

C:nWindowsssystemd2 >
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6. Listing the SPN’s now should list one additional SPN, type:

setspn -L domain\serviceaccount (hitenter)

[zv] Administrator: Command Prompt

C:sHWindowsssystem3dZ»setspn —L corpsspuwehapp
Registered ServicePrincipalNamesz for CH=SPFlebApp.0U=Service Accounts,DC=corp.DC=
halkestahl . DC=se:

HITP/sharepoint.corp.balkestahl.ze

HTTP-zharepoint

C:xWindows zystem32>

If everything has gone well and you had no previous SPN’s created from this service account, then the
result from the command will be:

HTTP/mywebappurl
HTTP/mywebappurl.domain.com

The necessary SPN’s have now been created successfully and the service will be able to request tickets in
your name.

Note: Using the -S parameter with setspn when creating an SPN will check for duplicates before creating a new one,
thus eliminating the risk of duplicate SPN’s, which would cause Kerberos to fail.

You are now done with step 2, Service Principal Name (SPN). Move on to step 3. Trust for delegation.
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1.3 Step 3 Trust for delegation

Note: To perform this procedure, you must be a member of the Domain Admins group or the Enterprise Admins
group in Active Directory, or you must have been delegated the appropriate authority. As a security best practice,
consider using Run as to perform this procedure.

By default, no server is trusted for delegation, meaning that a service on a server in the Active Directory,
cannot act on a user’s behalf, basically this means that a service if trusted for delegation, can impersonate a
user and request a Kerberos ticket in the users name.

Change this setting in Active Directory using the following:

1. Open Active Directory Users and Computers.

Active Directory Users and Computers

=
—

ADCT ol

2. In the console tree, click Computers. (Or the appropriate OU where the SharePoint Web Server resides)

B Active Directory Users and Computers -0 x|

File Action View Help

e | HFE40(REB = HE @5 Ta%

: Active Directory Users and Comput | Name | Type | Description |
_| saved Queries 1R BLKSTHL-DEV Computer
=) & corp.balkestahl.se 1K BLKSTHL FAST Computer
| Builtin 1M BLKSTHL-PPIVOT Computer
| Computers BLKSTHL-5P1 Computer
:'__ Domain Controllers 1 B KSTHL-5P2 Computer
_ ForeignSecurit}fPrincipaIs 1 BLKSTHL-5P3 Computer
~| Managed Service Accounts {6l BLKSTHL-SQL Computer

2| Service Accounts
| Users
2 | SharePoint Servers

3. Right-click the computer you want to be trusted for delegation, and click Properties

=, §
SO YA
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4. On the Delegation tab.

BLKSTHL-SP1 Properties x|
"General | Opersting System | Member Of  Delegation | Location | Managed By | Dialin |

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

= Do not trust this computer for delegation
" Trust this computer for delegation to any service (Kerberos only)
™ Trust this computer for delegation to specified services only

% sz Kerberos only

{7 s any authentication pratocal

Semvices o which thiz aecount zan present delegated credentials:

Service Type | User or Computer | Port | Service M

™ Expanded Ldd.. Remove

oK | Ganed | sy | e

5. Click ‘Trust this computer for delegation to any service (Kerberos only)'.

6. Click OK.

Delegation is a securty-sensitive operation, which allows services to act on
behalf of another user.

™ Do not trust this computer for delegation
{*' Trust this computer for delegation to any service (Kerberos only)
™ Trust this computer for delegation to specified services only

£ |z Kerberos only

£ Use any authentication protocal

Semizes to which this account zan prezent delegated credentials:

28 September 2012

You are now done with step 3. Trust for delegation. Move on to step 4. Authentication Provider.

=, §
SO YA
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1.4 Step 4 Authentication Provider

Note: To perform this procedure, you must be a member of the SharePoint Farm Administrators group, or you must
have been delegated the appropriate authority.

Note: If you are creating a new Web Application at this Point, simply select ‘Classic Mode Authentication” as
authentication and ‘Negotiate (Kerberos)’ as Authentication provider in the Security Configuration dialog during Web
Application creation.

In order for the Web Application and SharePoint to use Kerberos instead of the default NTLM, we have to
configure SharePoint to use just that. Unlike what many Think, there is no way to force SharePoint to use
only Kerberos, what we have available is the option to use Kerberos if possible, else use NTLM. Don’t ask
me why this is so, but this is what we have. However, if all of the Kerberos Components are configured
correctly, this is what will be used for authentication at all times.

So...the last configuration before testing it all out...configure SharePoint to use Kerberos using the
following:

1. In the Central Administration, go to ‘Application Management’ — ‘Manage Web Applications’

2. Select the Web Application you want to configure, and click on Authentication providers in the top
ribbon.

Web Applications

7] Manage Features I, ¢ Blocked File Types = = =
o | X . Q % 2 8 @
- @Managed Paths — @UserPermissions =
Mew Extend Delete General Authentication Self-5emvice Site User Anonymous Permission
- Settings - 2}#_ service Connections Providers Creation i Web Part Security Palicy Palicy Palicy
Contribute Manage Security Policy

3. In the ‘Authentication Providers’ dialog, click on the authentication provider you want to alter, usually its
default.

Authentication Providers

Zone Membership Provider Name

Crefault Windows

-

Rl

[ ] r |
. 7 [ | F B |
- \ f "
R | PP "'G.-’j" o VA,
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4. In the ‘Edit Authentication’ dialog, verify that ‘Authentication Type’ is set to: ‘Windows’.

Authentication Type o
Authentication Type
Choose _the_tg.-'pe of & Windows
authentication you want to
use for this zone. Learn € Forms
about configuring Click here for details on how to enable Forms
authentication, Based Authentication in claims mode.

© web single =ign on
Click here for more details.

5. Scroll down the dialog to ‘IS Authentication Settings’, there change the setting from ’Integrated
Windows Authentication” and NTLM.

115 Authentication

i W : L
Settmgrr I Integrated Windows authentication
Kerberos is the
recommended security ' Negotiate (Kerberos)
configuration to use with &
Integrated Windows ® NTLM
authentication. Kerberos
requires the application pool [ Basic authentication (password is sent in clear
account to be Metwork text]

Service or spedal
configuration by the domain
administrator. MTLM
authentication will work with
any application pool account
and the default domain
configuration,

6. To ‘Integrated Windows Authentication’ and ‘Negotiate (Kerberos)’

115 Authentication -
i ¥ : S
5ettmg§ Integrated Windows authentication
Kerberos is the
recommended security & Negotiate (Kerberos)
configuration to use with ~
Integrated Windows NTLM
authentication. Kerberos
requires the application pocl " Basic authentication (password is sent in clear
account to be Network et

Service or spedal
configuration by the domain
administrator. MNTLM
authentication will work with
any application pool account
and the default domain
configuration.

< Al A
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7. Click OK in the popup dialog saying that ‘you have chosen to use Kerberos...’

Message from webpage 5[

You have chosen to use Kerberos with Integrated Windows
l & guthentication. Manual configuration steps by a domain
— administrator will be required if the application pool's security
account is not Network Service.,

8. Scroll down to the end of the dialog and click Save.

Cancel

You have now made the modifications needed in SharePoint for Kerberos authentication to function, now
we have to verify that the Changes has been made to 1IS by SharePoint.

To verify the 1IS Web Site Authentication settings, follow these steps:

9. In Internet Information Services (1IS) Manager, locate the Web Application under ‘Sites’.

"-?E' Internet Information Services (1IS) Manager

&t iSCSI Initiator Internet Information Services (1I5) Manager enables you to

=, Local Seaurity Policy configure, control, and 1:I'I:II.I|:I|'ES|'|I:II:I1: IIS and ASP.NET.

')
&

— Il A
eyl /WA,

&1
pat | PR


http://blksthl.files.wordpress.com/2012/09/kerbauthprov3.png
http://blksthl.files.wordpress.com/2012/09/kerbauthprov7.png
http://blksthl.files.wordpress.com/2012/09/kerbiisextra1.png

The final Kerberos guide for SharePoint Technicians 28 September 2012
Whitepaper

By: Thomas Balkestahl - blog.blksthl.com

10. Select the Web Application and in the middle pane under the heading ‘IIS’, locate ‘Authentication’

Filter:

Go - %Show all |Group by: Area
ASP.NET

Illu

E% §;} G F\_ T
NET

MET

.MET Error MET .MET Profile .NET Roles
Authorizati,.. Compilation Fages Globalization
:i P — ) - ﬁ
LE] = = ab) ,‘? B
MET Trust MET Users Application Connection  Machine Key  Pages and
Levels Settings Strings

Controls
.‘_?;?_h &’ @l

Providers  Session State  SMTP E-mail

s R 5 4
ASP CGI

Authentication Autharization

.ﬂ-
Compression Default
Rules Document
- e~ iy =
B & B &
Directory Error Pages Failed Request  Handler HTTP Redirect HTTP
Browsing Tracing Rules Mappings Respo _I
-

11. Select the ‘Authentication’ Icon and in the right ‘Actions’ pane, clikc on ‘Open Feature’.

2 &R A9

ASP Authentication FaMuls gk

Fuls
i B
04

12. In the Authentication dialog, select Windows Authentication (usually at the bottom).

< QA
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13. Click on ‘Providers’ in the right ‘Actions’ pane.

Disable

Advanced Settings. ..

Providers...

'@' Help

Online Help

14. Verify that ‘Negotiate’ and ‘NTLM’ are the only ones listed and that they are listed in that order,
‘Negotiate’ at the top.

2 x

Enabled Providers:

Megotiate Maowe Up
MTLM

Mowe Down

Hil:

Remove

Select a provider from the list of available providers
and dick Add to add it to the enabled providers.

Available Providers:

| Add
Ok I Cancel

15. Click Cancel and then again in the right ‘Actions’ pane click on ‘Advanced Settings’.

Disable

Advanced Settings. ..

Providers...

'@' Help

Online Help

< Al A
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16. Verify in the ‘Advanced Settings’ dialog that ‘Extended Protection’ is ‘Off’ and that ‘Enable Kernel-mode
authentication’ is unchecked.

Extended Protection:

for <]

Click here for mare information online

™ Enable kKernel-mode authentication

By default, IIS enables kernel-mode authentication, which may improve ;I
authentication performance and prevent authentication problems with
application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your

environment and the application pool is configured to use a custom identity.

[

Click here for mare information online

K I Cancel |

17. Click Cancel.
18. Exit Internet Information Services Manager.

You are now done with step 4. Authentication Provider. Move on to step 5. Verification of functionality.

Note: DO NOT make any Changes using the Internet Information Services Manager, if Changes need to be made,
Always use the SharePoint Central Administration interface.

Another way to make changes to SharePoint is PowerShell, which is also a recommended way if you really know what
you are doing.

=
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|
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1.5 Step 5 Verification of functionality

Many Tools exist that can be used to verify that Kerberos authentication actually occurs, Tools such as
NetMon (Network Monitor), WireShark, Fiddler, KerbTray and many more can be used for this step. | have
however focused on two Tools that will be sufficient and that exists already in the Environment. | have
chosen to focus on these two:

Klist (Client)

Security Log (Server)

151 Klist

(Klist is available on Windows server 2008 and later and on Windows 7 and later, for Windows Server 2003,
see note at the end of this step)

Before anything, close down all open Internet Explorers or other browser sessions you have open.

1. On the client, start a command prompt as administrator (Right click, ‘Run as administrator’).

Command Prompt

Open
- ] Notep: &) pun as administrator
4 :3 Pin to Taskbar
/ Intermn )
o Pin to Start Menu
@  DMS Remowe from this list
- Properties
1 Active I?e
Computers

2. Flush the DNS cache, type:
Ipconfig —flushdns (hit enter)

3. List all tickets on the system, type:
klist (hit enter)

Note: this does not affect any other functionality on the client or server

The tickets listed does not necessarily have anything to do with us at this point (SharePoint).
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4. Now, we want to clean up this list so that we can see if a new ticket is granted to our user when logging
on to SharePoint.

Clear the list, type:
klist purge (hit enter)
Note: this does not affect any other functionality on the client or server

In the prompt you will see:

Deleting all tickets:
Ticket (s) purged!

Administrator: Command Prompt

C:sUsers“Administrator.CORP*klist purge
Current Logonld is B:@x3ed3784
Deleting all tickets:
Ticket<{z>» purged?

C:~UserssAdministrator.CORP>_

5. Try again listing all tickets, type:

klist (hit enter)

Administrator: Command Prompt

C:slzerssAdmninistrator.CORP>klist
Current Logonld is B:8x3e43784
Cached Tickets: (8>

C:sUzerssAdminiztrator . CORP>_

This time the list should be empty. (If not, then some service has managed to connect again during the time
from that you purged until you ran Klist again)

6. With an empty Kerberos ticket list, open up a new Internet Explorer session and go to the URL of the
Web Application.

I http://sharepaint Bl Log off | ¥ |

E| | ' | ,_'_\l i g
o> B 58S @k

[ 'Start j
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7. When authenticated and logged into the site, all loaded ok

g’SharEPaint - Home - Windows Internet Explorer

P —

A I http: /fsharepeint/SitePages Home, aspx

site actions ~ i B BAOTT

SharePoint » Home

Home

Libraries

Site Pages Welcome to your site!

Shared Documents

8. Switch back to the command prompt and again, type:

k1list (hit enter)

Now, with Kerberos working, you will see two tickets, the most important one is the second ticket(#1) that
contains:

Client: username@domain.com
Server: HTTP/mywebappurl
KerbTicket Encryption Type:

And a few timestamps and similar stuff. This is good!

=, §
SO YA
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[o.| Administrator: Command Prompt

C:xlUzerssAdminisztrator . CORP>klizt
Current Logonld is B:8x3Jed3?84
Cached Tickets: (22>

#a: Client: Administrator @ CORP.BALKESTAHL.SE

Server: krbtgt/CORP.BALKESTAHL.SE @ CORP.BALKESTAHL.SE

KerhTicket Encryption Type: AES—-256—-CTS—HMAC-S5HA1-96

Ticket Flags Bx48eldBP@ —> forwardable renewable initial pre_authent nam
e_canonicalize

Start Time: 9/25/* 16:55:58 ¢(locall

End Time: 27267 2:55:58 <local>
Renew Time: 18-2~ 16:55:58 (local>
—-256—CTS—HMAC-SHAL-96

Session Hey Type:

Client: Administrator @ CORFP.BALKESTAHL.SE

Server: HITP/sharepoint.corp.balkestahl.ze @ CORP.BALKESTAHL.SE
KerhTicket Encryption Type: RSADSI RC4-HMACCHT »

Ticket Flags Bx4Bal @A —> forwardahle renewahle pre_authent name_canoni

Start Time: 9/25/! 16:55:58 (local>

End Time: /26 2:55:58 <local>
Renew Time: 1B8-2- 16:55:50 (local>
Seszsszsion Key Type: DEI RC4-HMACCNT>

C:xlzerssAdminiztrator . CORP >

If you see this ticket (#1), things are working! Now, all we have to do is verify that it looks good on the Web

Server as well.
Close down the Command Prompt and move on to the next task in this guide, the security log.

Note: For Windows Server 2003, KLIST is available as a free download in the Windows Server 2003 Resource Kit
Tools. To obtain the tools, visit the following Microsoft Web site: Download Klist here
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15.2 Security Log

Verify that the Web Server authenticates the user using Kerberos using the following:

1. On the SharePoint Web Server, in Administrative Tools, open up Event Viewer.

Uald oUUNCES (LD )

{d] Event Viewer
i’

2. Expand the ‘Windows Logs’ container and locate the ‘Security’ Log.

{a] Event Viewer (Local)
# Custom Views
=R indows Logs

| Application
| Security
| setup
| System
| Forwarded Events
“ applications and Services Logs
-4 Subscriptions

3. In the Security log, locate a recent event with the ID of 4624. This event should be a successful logon, and

hold the security ID and account name of the user that accessed the SharePoint Web Application using
Internet Explorer on the client, and it should also state:

Logon process: Kerberos
Authentication Package: Kerberos
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‘I Event Properties - Event 4624, Microsoft Windows security auditing. il

General | Details I

An account was successfully logged on. =

Subject:
Security ID: MULL SID
Account Name: -
Account Domain: -

Logon ID: 0
Logon Type: 3
Mew Logon:
Security ID: CORP\Administrator
Account Name: Administrator
Account Dormain: CORP
Logon ID: (3ed 3784 L
Logon GUID: {c51a8647-8e34-a5cc-901e-01814bf7 b5k}

Process Information:
Process ID: 00
Process Mame: -

e [+

Metwork Information:
Workstation Mame:
Source Network Address: 1921681112
Source Port: 63014

Detailed Authentication Information:

Logon Process: Kerberos
Authe.nticatiorj Package: Kerberos ;I
Temmribmd Coamararm
Log Mame: Security
Source: Microsoft Windows security  Logged: 2012-09-25 17:08:35
Event ID: 4624 Task Categery: Logon
Level: Infarmation Keywords: Audit Success
User: M/A Computer: I corp.balkestahl.se
OpCode: Infao

More Information: Event Log Online Help

Copy | Close |

If you can verify that you do have this event, then you are done, Kerberos works!
You are now done with step 5. Verification of functionality, there are no more steps from here...

This means that if you have successfully completed all steps in this guide, you have managed to
configure Kerberos for SharePoint.

CONGRATULATIONS!
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